Abstract. We present a heuristic asymptotic formula as x ! 1 for the number of isogeny classes of pairing-friendly elliptic curves over prime fields with fixed embedding degree k 3, with fixed discriminant, with rho-value bounded by a fixed 0 such that 1 < 0 < 2, and with prime subgroup order at most x.
Introduction
Pairing-based cryptography protocols first became important with the work of Joux [18] and nowadays have numerous applications to the security of information transmission and other fields. Many of these protocols require the construction of elliptic curves over finite fields having very special properties. More precisely, let q D p f be a power of the prime p and let k 1, r 1 be integers. We need to be able to construct an elliptic curve E over the finite field F q with q elements that satisfies the following: (a) E has a point P of order r rational over F q .
(b) The group of points EOEr of order r of E is isomorphic to .Z=rZ/ 2 and all the points of EOEr are rational over the extension field F q k of degree k of F q .
In practical applications, if a security level of s bits is required, it is generally recommended that the integer r should have at least 2s bits (see for example [14, Table 1] ). This is because the Pollard-rho algorithm is generally believed to be the best attack on the elliptic discrete logarithm problem. The subgroup of E.F q / generated by P should be of small index in E.F q /. Since ].E.F q // 2 OE. p q 1/ 2 ;
. p q C 1/ 2 , so that ].E.F q // q, a convenient measure of the suitability of the curve is the so-called rho-value, defined by D log q log r , which ideally should This paper was written while the author participated in the project Pairings and Advances in Cryptology for E-cash (PACE) funded by the ANR. be close to 1. On the other hand, the integer k needs to be sufficiently small to allow efficient arithmetic in F q k , which in practice implies that k is at most about 50. These constraints on and k imply very strong restrictions on the choice of elliptic curve, making suitable curves very rare [1, 15, 20, 24] . For this reason, a systematic search to obtain curves having parameters of cryptographic interest is completely out of the question.
Although there is considerable recent interest in protocols where the group order r is composite [5, 6, 13] , we shall be concerned in this paper with the more familiar situation where r is a prime number, which is assumed to be the case from now on. Since known attacks on such protocols are based on the discrete logarithm in the subgroup of order r of the multiplicative group F q k , and this is believed to be the same difficulty as the discrete logarithm in F q k itself, k cannot be too small. In what follows, therefore, we shall often suppose that k 3.
Let E be an elliptic curve over F q satisfying (a), where r is a prime different from p. Following what has become standard usage, the smallest integer k such that q k Á 1 .mod r/ is called the embedding degree of .E; P / (or just of E if there is no possibility of confusion). Alternatively, the embedding degree is just the order of q in .Z=rZ/ . An argument using the characteristic polynomial of the Frobenius endomorphism (see [1, Theorem 1] ) shows that if E is an elliptic curve over F q that satisfies (a) and if the embedding degree k of E is at least 2, then E also satisfies (b). Letˆk.w/ 2 ZOEw denote the k-th cyclotomic polynomial. Then r dividesˆk.q/. On the other hand, if t denotes the trace of the Frobenius endomorphism of E over F q , then ].E.F q // D qC1 t and so q Á t 1 .mod r/. It follows that r dividesˆk.q/ if and only if r dividesˆk.t 1/. Furthermore, we know from Hasse's bound that jtj Ä 2 p q and, if we suppose in addition that p does not divide t, then E is ordinary and there exists a unique squarefree positive integer D and a unique integer y > 0 such that t 2 C Dy 2 D 4q. The endomorphism ring of E is then an order in the imaginary quadratic field Q. p D/. Conversely, if t , D, y are integers, if D > 0 is square-free and if t 2 C Dy 2 D 4q with q D p f a power of the prime p and p does not divide t , then a theorem of Deuring [11] implies that there exists an elliptic curve E over F q such that ].E.F q // D q C 1 t . If, further, r is a prime dividing both q C 1 t andˆk.t 1/, and if the rho-value log q log r is close to 1, then E is suitable for pairing-based cryptography. Since we only know how to construct the curve E corresponding to a choice of parameters .t; D; y/ when D is fairly small (D Ä 10 15 , say, see [12] ), we shall suppose except in the last section that D is fixed.
The purpose of this note is to discuss the following heuristic asymptotic estimate.
Estimate 1 (Pairing-friendly curves estimate). Let k 3 be an integer, let D 1 be a square-free integer and let 0 2 R with 1 < 0 < 2. We suppose that (i) .k; D/ ¤ .3; 3/, .4; 1/, .6; 3/;
(ii) if .k; D/ is such that there exists a complete polynomial family .r 0 ; t 0 ; y 0 / with generic rho-value equal to 1 (see remark (6) below and Section 3 for detailed definitions), then 0 > 1 C
Let e.k; D/ D 2 or 1 according as to whether p D belongs to the field generated over Q by the k-th roots of unity or not, let w D be the number of roots of unity in the imaginary quadratic field Q.
p D/ and let h D be the class number of Q. p D/. Then the number of triples .r; t; y/ 2 Z 3 with 2 Ä r Ä x a prime number dividingˆk.t 1/, t 2 C Dy 2 D 4p with p prime, y > 0, r dividing p C 1 t , and p Ä r 0 is asymptotically equivalent as x ! 1 to
Several remarks are in order.
(1) If f is a function that is strictly positive for sufficiently large real x and if g is a second function defined for sufficiently large real x we say that g is asymptotically equivalent to f as
(2) Integrating by parts, we find
where the constant implied by the O is independent of 0 . Thus, for fixed 0 , the number of triples is also asymptotically equivalent to
However, in view of the term 0 1 that appears in the denominator in this formula, the version with the integral seems preferable. (3) Several papers have appeared in the literature showing (either heuristically or unconditionally) that pairing-friendly elliptic curves are sparse (see for example [1] , [15, §4.1] , [20] and [24] and also Remark 4.1). However, to the best of our knowledge, this paper is the first to suggest a possible asymptotic formula.
(4) When q D p is prime and p 5, Hasse's bound implies that p divides t if and only if t D 0. Since only finitely many primes divideˆk. 1/, we must have t ¤ 0 for all but finitely many triples, so that Deuring's results [11] imply that all but finitely many triples .r; t; y/ actually give rise to elliptic curves. Furthermore, the elliptic curves thus obtained are ordinary. On the other hand, a well-known result of Tate [23] asserts that two elliptic curves E 1 and E 2 over F q are isogenous if and only if ].E 1 .F q // D ].E 2 .F q //, and it is clear that the embedding degree k and the rho-value log p log r are invariant under isogeny. Thus Estimate 1 is also a heuristic asymptotic estimate for the number of isogeny classes of elliptic curves with given k and D defined over prime fields F p and possessing a subgroup of prime order r Ä x such that p Ä r 0 . For given D, the methods of [12] construct curves whose endomorphism ring is the maximal order of Q. p D/. On the other hand, [26, Theorem 6.1] shows that every isogeny class of ordinary elliptic curves contains a curve whose endomorphism ring is the maximal order of Q. p D/. Thus, if D is sufficiently small, the methods of [12] enable one to construct at least one member of an isogeny class corresponding to any triple .r; t; y/.
(5) We have supposed that t 2 C Dy 2 D 4p with p prime rather than a power of a prime. However, as is usually the case in analytic number-theoretical situations, we expect solutions with t 2 C Dy 2 D 4p f and f > 1 to be negligible in number as compared with those with f D 1, so they should not in general affect the asymptotic estimate.
(6) We know of only one pair .k; D/ for which there is a complete polynomial family .r 0 ; t 0 ; y 0 / with generic rho-value equal to 1. This is the pair .12; 3/, and the corresponding family is the well-known Barreto-Naehrig family [2] . In this case the degree deg r 0 of the polynomial r 0 is 4. In general, as we shall explain in Section 3, the Bateman and Horn heuristic asymptotic formula [3] predicts that a complete polynomial family with generic rho-value equal to one will produce more triples than predicted by Estimate 1 when 0 < 1 C 1 deg r 0 . This will be a consequence of Theorem 3.1 below. p D/ is equal to the field generated over Q by the k-th roots of unity; one deduces easily that t 2 C Dy 2 cannot be of the form 4p with p a prime. See Remark 1.3 for further details. Recall however that this does not imply that there are no pairing-friendly curves when .k; D/ takes one of these values, but only that such curves cannot be rational over prime fields. Indeed, when .k; D/ D .3; 3/, there is a well-known construction of curves over fields of square cardinality (see [14, §3.3] and also Remark 4.1 below). When k D 1 and E has a point P of order r rational over F q , there are two possibilities:
(a) either all the points of EOEr are rational over F q , in which case r 2 Ä q C 1 C 2 p q by the Weil bound, which implies that the rho-value is asymptotically at least 2, or (b) the points of EOEr that are not multiples of P become rational only after extension of scalars to F q r , so that computations of any sort are completely infeasible.
When k D 2 and E has a point P of order r rational over F q , then r divides q C 1 t and also r divides q C 1, sinceˆ2.w/ D w C 1. Hence r divides t and again there are two possibilities:
(a) if t ¤ 0, then r Ä jt j Ä 2 p q and so the rho-value is asymptotically at least 2, or (b) t D 0, in which case E is supersingular. Suppose for example that the prime r is such that 2r 1 is also prime and take q D p D 2r 1. By Deuring's results [11] , there exists a supersingular elliptic curve E over
. By the Bateman-Horn heuristics, there is a constant C > 0 such that the number of primes r Ä x with 2r 1 prime is asymptotically equal to
.log u/ 2 . For the corresponding elliptic curves, the rho-value approaches 1 as r ! 1. Thus, when k D 2, we expect far more pairing-friendly elliptic curves with r Ä x than predicted by Estimate 1.
Here is a brief outline of the paper. In Section 1, we briefly describe a heuristic argument which leads to Estimate 1 and in Section 2 we present numerical evidence for several values of .k; D/ ¤ .12; 3/. In Section 3, we review families of pairing friendly curves and in particular the Barreto-Naehrig complete family [2] , and explain why Estimate 1 is expected to fail when .k; D/ satisfies condition (ii) of Estimate 1 and, in particular, when .k; D/ D .12; 3/. This involves the Bateman-Horn heuristic asymptotic estimate on polynomials with integer coefficients and its generalization by K. Conrad [9] to polynomials with rational coefficients that take integer values. Finally, in Section 4, we briefly discuss a variant of Estimate 1 where D is allowed to vary and compare this with the recent work of Urroz, Luca and Shparlinski [24] (see Remark 4.1).
We insist on the fact that Estimate 1 is only a heuristic assertion, not a theorem. Indeed, proofs of most of the steps that are used to derive it and described in Section 1 seem to be a long way off.
All calculations reported on in this paper where done using PARI/GP [4] running on the GMP kernel [17] and often using PARI's GP to C compiler gp2c.
A heuristic argument
As in the Introduction, we fix an integer k 1 and a square-free integer D 1. If r is a prime such that r does not divide kD, r Á 1 .mod k/ and D is a square .mod r/, the Cocks-Pinch method [8] , as explained say in [14, Theorem 4.1], produces all parameters .r; t; y/ corresponding to ordinary curves with embedding degree k and endomorphism ring an order in Q.
p D/ having a point of order r. This means that r dividesˆk.t 1/, y > 0 and t 2 C Dy 2 D 4p with p prime, the corresponding curve having coefficients in F p . As is well known, the rho-value of the curve is usually around 2. The heuristic argument that follows will give a measure of the frequency with which it can be expected to give curves with smaller rho-values.
As before, we fix a real number 0 with 1 < 0 < 2. We wish to estimate asymptotically as x ! 1 the number of triples .r; t; y/ 2 Z 3 as above with r Ä x and p Ä r 0 . Thus, the heuristic argument that follows is, in fact, an estimate of the expected number of curves with r Ä x and p Ä r 0 that the Cocks-Pinch method produces.
We first recall the following well-known lemmas, the first of which can be extracted from [25, Chapter 2, §2]: Lemma 1.1. Let k 1 be an integer and let r be a prime number not dividing k. The following statements are equivalent.
(i) The cyclotomic polynomialˆk.w/ has a root .mod r/.
(ii)ˆk.w/ splits into distinct linear factors .mod r/.
(iv) r splits completely in the cyclotomic field Q. k / generated over Q by a primitive k-th root of unity k .
be an imaginary quadratic field. Let h D be the class number of K and w D the number of roots of unity of K. Then, as X ! 1, the number of pairs of integers .t; y/ with t 2 C Dy 2 D 4p, p a prime and p Ä X is asymptotically equivalent to
Proof. Let t, y and p be as in the statement of the lemma and put
Then is a root of x 2 tx C p, so that is an algebraic integer of K. Write N.˛/ for the norm down to Q of an element˛of K. Then N. / D p so that the condition that p be prime is equivalent to the condition that generate a principal prime ideal of K. By the prime ideal theorem in K (see for example [22, Chapter 7, §2] ), the number of principal prime ideals p of K of prime norm p bounded by X is equivalent to X h D log X as X ! 1. On the other hand, every non-zero principal ideal of K has w D generators all having the same norm. The lemma follows.
We are now ready to explain our heuristic argument.
Step 1. Let r 2 be any integer. Taking X D r 0 in Lemma 1.2, we find that the expected number of pairs .t; y/ with t 2 C Dy 2 D 4p, p prime and p Ä r r 0 is asymptotically equivalent to
Step 2. Let again r 2 be any integer. By Lemma 1.1, the probability that r is prime and splits completely in Q. k / is equal to the probability that r is prime and that r Á 1 .mod k/. Since there are .k/ residue classes .mod k/ consisting of integers prime to k, the prime number theorem generalized to arithmetic progressions implies that the probability that r is prime and splits completely in Q. k / is equal to
If, furthermore, t is the first member of a pair .t; y/ as in Step 1, we assume that t is a sufficiently random integer for the probability thatˆk.t 1/ Á 0 .mod r/ to be equal to .k/ r . Sinceˆ1.w/ D w C 1 andˆ2.w/ D w 1, this is reasonable only when k 3. Thus, when k 3 and r 2 are fixed integers, the expected number of triples .r; t; y/ assuming r to be a prime dividingˆk.t 1/ and .t; y/ as in Step 1 should be
Step 3. We now estimate the probability that r divides p C 1 t , given that r is prime. Now p C 1 t D N.
1/, so that r divides p C 1 t if and only if there exists a prime ideal r lying above r and dividing 1. Since 0 < 2, this implies that r splits in Q.
p D/ as a product rN r of two prime ideals of degree one. The probability that a random algebraic integer satisfies Á 1 .mod r/ is 1 r and the generalization to Q. p D/ of Dirichlet's theorem on primes in arithmetic progressions implies that this remains true if generates a prime ideal. Since there are two prime ideals r and N r dividing r, the probability that r divides p C 1 t given that it splits in Q. p D/ is 2 r . On the other hand, the probability that r splits as a product of two degree one primes in Q. Step 4. Putting Steps 1-3 together, we conclude that if r 2 is a fixed integer, the expected number of triples .r; t; y/ with t 2 C Dy 2 D 4p, p a prime such that p Ä r 0 , and r prime and dividing bothˆk.t 1/ and p C 1 t is asymptotically equivalent to
.log r/ 2 : Summing over all integers r such that 2 Ä r Ä x and taking into account that
we obtain an estimate that differs by a factor of 2 from that in Estimate 1, the difference being due to the fact that we assumed in Estimate 1 that y > 0 whereas in the preceding argument the sign of y is arbitrary.
Step 3 assumes that is an essentially random element of the set of algebraic integers of Q.
p D/ such that 1 belongs to one of the prime ideals dividing r. In particular, the probability that it generates a prime ideal should be that predicted by the prime ideal theorem. This is not true when .k; D/ D .3; 3/, .6; 3/ or .4; 1/, in other words in those cases where
The condition rjˆ3.t 1/ then implies that 4r divides 4t 2 4t C 4. On the other hand, since 4r divides .t 2/ 2 C 3y 2 D t 2 4t C 4 C 3y 2 , we find by subtraction that 4r divides 3.t 2 y 2 /. When r 5, this implies that t Á˙y .mod 4r/. Since jtj Ä 2r and jyj Ä 2r, this implies that t D˙y when r is sufficiently large and so t 2 C 3y 2 cannot be of the form 4p with p a prime. A similar argument works when .k; D/ D .6; 3/ or .4; 1/. Thus the heuristic argument fails these cases.
Numerical evidence
In order to test Estimate 1 numerically, we wrote a programme in PARI/GP [4] to search for all triples .r; t; y/ with r in some interval OEa; b, k, D and 0 being given. Thus, for each prime r Á 1 .mod k/ belonging to OEa; b such that D is a square .mod r/, the programme finds all the roots ofˆk.t 1/ Á 0 .mod r/ and searches for those for which jtj Ä 2r 0 2 . Given such a t, it tests whether there exists y > 0 such that t 2 C Dy 2 D 4p with p prime and p Ä r 0 . It outputs the vector of all sextuples .r; t; y; h; p; / satisfying these conditions, with r, t , y and p as before, h the cofactor defined by p C 1 t D rh, and D log p log r the actual rho-value.
For a given r, there are two possible strategies for finding t. The first is to factor k .x/ .mod r/ using a standard factorization algorithm for univariate polynomials over finite fields. The second is to first choose at random a primitive root g .mod r/, so that if s D g r 1 k
.mod r/, then s is a primitive k-th root of unity in the field with r elements. The possible values of t are then s`C 1 .mod r/ as ranges over the integers between 1 and k that are prime to k. This is justified by the fact that the roots ofˆk are precisely the primitive k-th roots of unity. In the range where the systematic search for all triples .r; t; y/ is feasible, the second method turned out to be the 15 . Under these conditions, the time taken was roughly proportional to 1= .k/. Also, in view of the irregularity that one expects when k and D vary and r is very small, it was decided to restrict attention to r 10 6 .
In Although all the entries in Tables 1 and 2 (with the exception of those for .k; D/ D .3; 3/, .4; 1/ and .6; 3/) are of the order of magnitude predicted by Estimate 1, there is considerable variation in the actual values, especially in Table 2 . This is perhaps not unexpected, as similar variation occurs when one computes the number of values for which polynomials simultaneously take prime values and compares the result to the Bateman-Horn heuristics. In fact, if .x/ denotes as usual the number of primes less than or equal to the real positive x, no explicit formula analogous to Riemann's formula for .x/ R x 2 du log u seems to be known in the Bateman-Horn context (see for example [19] for a discussion of the case of prime pairs). So, presumably it would also be a hard problem to find one in the context of Estimate 1.
In order to obtain numerical data for larger values of x and examine what happens when 0 varies, it is necessary to restrict the values of k and D. The case .k; D/ D .12; 3/ will be discussed in the next section. Table 3 a table like Table 1 with I 0 D 1000 but taking 0 D 1:2 instead of 1:7, Estimate 1 suggests that one would need to test all r up to about 7:9 10 29 , which is obviously completely out of the question. arise from a sparse family is O..log x/ 2 /. On the other hand, Estimate 1 predicts that there are at least
.log x/ 2 choices of the parameters .r; t; y; p/ with r Ä x and p Ä r 0 . Thus, sparse families can only contribute a negligible proportion of pairing friendly-curves with given k and D.
In the case of complete families, the basic strategy was described in full generality by Brezing and Weng [7] . In addition to r 0 , t 0 , h 0 and p 0 , we also require a polynomial y 0 such that t 0 .w/ 2 C Dy 0 .w/ 2 D 4p 0 .w/, so that the y parameter is the corresponding value y 0 .w 0 /. Now, the polynomials r 0 , t 0 , y 0 , h 0 , p 0 simultaneously take integral values at integers w 0 varying over a finite set of congruence classes modulo some fixed integer. Furthermore, if r 0 and p 0 are to give rise to triples .r; t; y/ corresponding to elliptic curves, they must simultaneously take prime values.
Before going further, we recall the Bateman-Horn heuristics [3] in the case of two polynomials f and g with integral coefficients. We assume that f and g are distinct and irreducible. For any prime p let N p denote the number of solutions of the congruence f .x/g.x/ Á 0 .mod p/ and suppose that N p < p for all p. Then let C be given by the conditionally convergent infinite product
Then the number of integers w 0 with 2 Ä w 0 Ä X such that f .w 0 / and g.w 0 / are simultaneously prime is asymptotically equivalent to
as X ! 1. In particular, since C > 0, there are infinitely many integers w 0 such that f .w 0 / and g.w 0 / are simultaneously prime. We need to adapt this statement to polynomials whose coefficients are rational. Let f , g 2 QOEw and let n 1 be a common denominator of the coefficients of f and g. Then there are integers m i with 0 Ä m i < n such that f .nw 0 C m i / 2 Z and g.nw 0 C m i / 2 Z for all i and for all w 0 2 Z.
Then, for each i , we can apply the generalization by K. Conrad (see [9, §2] ) of the Bateman-Horn heuristics to the pair of polynomials w 7 ! f .nw C m i / and w 7 ! f .nw C m i /. This implies that (3.2) still holds, although the value of C will no longer be given by (3.1) in general, but can be computed using [9, Conjecture 5] . Since in what follows we only need the actual value of C in the case of polynomials with integer coefficients, we do not discuss this in detail.
Returning to our discussion of complete families, it follows that there exists a constant C 0 > 0 such that the number of triples .r; t; y/ with r Ä x coming from the family is asymptotically equivalent to
where c r 0 is the leading coefficient of r 0 and deg r 0 is the degree of r 0 , and the asymptotic equivalence of the two displayed formulae is seen by integrating by parts. (Note that in general C 0 will not be equal to C , since both positive and negative values of w 0 may yield triples .r; t; y/.) As w 0 ! 1, the rho-value of the triple . 
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The case k D 12 and D D 3 is thus expected to provide a genuine counterexample to Estimate 1. The corresponding family is the well-known Barreto-Naehrig family [2] , where
Since the degree of r 0 is 4, we expect the family to provide more curves than Estimate 1 when 0 < 1:25.
This can be tested numerically using similar calculations to those presented in Section 1. To see the contribution of the Barreto-Naehrig family, we need to calculate the constant C appearing in the Bateman-Horn heuristics for it. For any prime p, let N r 0 ;p denote the number of solutions of r 0 .w/ Á 0 .mod p/ and define N p 0 ;p analogously. Write N p for the number of solutions of r 0 .w/p 0 .w/ Á 0 .mod p/. Then N 2 D N 3 D 0. Furthermore, when p 5, we deduce from the relation p 0 .w/ D r 0 .w/ C 6w 2 that r 0 and p 0 cannot have a common root .mod p/, so that N p D N r 0 ;p C N p 0 ;p . Since r 0 and p 0 have integral coefficients, the Bateman-Horn constant is given by (3.1).
As written, the product (3.1) is conditionally convergent and therefore unsuitable for numerical computation. Instead, we apply the formula given by the theorem of Davenport and Schinzel [10] . This gives denote respectively the number of irreducible factors of r 0 .x/p 0 .x/ .mod p/ of degree 2 and of degree 4, .K r 0 / and .K p 0 / the residue at 1 of the zeta function of the number fields K r 0 and K p 0 generated over Q respectively by a root of r 0 and a root of p 0 and
The two infinite products in the Davenport-Schinzel formula for C are now absolutely convergent. When p 5, Table 4 gives the value of N .j / p when j D 2 and j D 4.
Using these formulae and taking the product over all p with 5 Ä p Ä 10 6 , we find that the first product appearing in the formula for C equals 0:88576 : : : and the second equals Table 4 polynomials r 0 and p 0 are even functions, the values of r 0 .w 0 / and p 0 .w 0 / at negative integers w 0 will, with finitely many exceptions, be different to those at positive integers. Hence C 0 D 2C so that x 01=4 = p 6 du .log u/ 2 : Table 5 gives the values of N.12; 3; 0 ; 10 6 ; 10 8 / together with N.12; 3; 0 ; 10 8 ; 10 10 / for 0 2 ¹1:1; 1:2; 1:3; 1:4; 1:5º and compares them with the corresponding expected value of I.12; 3; 0 ; a; b/. Table 5 The column 0 D 1:1 of Table 5 shows three triples with 10 6 Ä r Ä 10 8 and six with 10 8 Ä r Ä 10 10 . All these nine triples .r; t; y/ are in fact members of the Barreto-Naehrig family: they correspond to the values of the polynomials r 0 .x/ etc. at x D 107, 55, 52, 41, 15, 20, 78, 82, 123 . This should be compared with the expected contributions from the Barreto-Naehrig family which are respectively J BN .10 6 ; 10 8 / D 6:05 and J BN .10 8 ; 10 10 / D 10:26. Although there is some discrepancy between the computed and expected values, this is perhaps not surprising in view of our previous remarks concerning the variation between computed and expected values in the Bateman-Horn heuristics.
